BRIEFING PAPER NO. 98
MARCH 2019
info@democracy-reporting.org
www.democracy-reporting.org

Social Media and Democracy in Pakistan
With special focus on participation of women and other human rights1

1.Social Media – Why do they matter for
democracy?
S o c i a l m e d i a h a v e b e c o m e a m a j o r a v e n u e fo r
communication across the world. Some of them, like
Twitter, are designed for private persons to publish their
opinion to anybody who may be interested. Others, like
WhatsApp serve as messaging services often used by
political groups. The number one social media company is
Facebook, which offers a mix of services including social
networking but also a messaging service (messenger).

In the last decade, Pakistan's cyberspace has expanded
exponentially with social media becoming the political
centrepiece of the internet ecosystem. A large part of the
social media use in Pakistan takes place on smartphones –
over half of nearly 160 million mobile phone users log on to
social media through their cell phone2, driven by 3G/4G
technology. There are over 44 million internet users3, 36
million Facebook users and around 1.26 million Twitter4
users making it a major platform available to political
parties in Pakistan to reach out to their voters directly.
The enthusiasm for social media engagement should
however not overlook that the majority of the population
does not use them.
Social media have revolutionised political discourse. Until
now, traditional media (TV, radio, newspapers) served as
'gatekeepers' to information. Positively, most of them
checked the veracity of news and stories and they made
informed choices about what may be important and what
not. Negatively, they made it harder for anybody with very
different views to spread them and they could be controlled
more easily by governments seeking to limit free reporting
than social media.
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On social media anybody can spread information,
potentially to many people.

Ÿ

Misuse of data: Political actors can misuse detailed
data of users (which they may have gained illegally) to
tailor and target speciﬁc messages to them6. One group
of voters will be promised one thing and another group
the opposite with no transparency about such
promises.

Ÿ

Misuse of money: Election campaigns may become
unfair if one side can spend a lot more money on online
advertising or manipulations (buying social bots) than
other competitors. This is even more problematic when
there is no transparency about such spending.

Ÿ

Foreign interference: The same mechanisms that are
used by political campaigns and groups inside a country
to manipulate voters' perceptions can be used to
interfere in other countries' elections. The Russian
meddling in the 2016 US Elections was followed by many
other suspicions that foreign powers designed
disinformation campaigns to inﬂuence electoral
results7. This inﬂuence can come either from ofﬁcial
state backed campaigns or from independent groups in
other countries, often anonymity on social media makes
it difﬁcult to unveil who is behind such campaigns.
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A politician like Donald Trump can directly address his 60
million followers on Twitter without the need for TV or radio
coverage. In this new world of social media, only the
companies providing the services still have some
gatekeeping function: They can delete content and their
ranking of content inﬂuence how many people may see a
post. You may post interesting things on Facebook, but the
company's algorithm may rank it so low, that nobody is
likely to see them5.
Social media have made political discourse more
democratic. People can exchange opinions and information
on a more equal basis. Political forces can mobilise in more
cost-effective ways through social media. However, social
media has also created new challenges, namely:
Ÿ

Manipulation: The discourse on social media can be
manipulated in many ways. Social bots (automatic
accounts) or trolls (humans posting inﬂammatory and
digressive language aimed at distracting and harassing
other users) can be used to fake the popularity of posts
or manipulate the debate with digressive opinions,
making them more visible to more people (which in turn
drives them up in the ranking of the companies).

Ÿ

Disinformation: False news/ information can be
spread, by posting false or misleading stories or images.
Voters can be directly misled (for example by claims that
election day has been postponed)

5
Facebook prorgamming can make it possible to make an uploaded
content less visible. A recent example Facebook removed 1.5 million
videos of Christ Church terrorst attack on the same day.
https://www.washingtonpost.com/world/facebookremoved-15-million-videos-of-the-christchurch-attackswithin-24-hours--and-there-were-still-many-more
/2019/03/17/fe3124b2-4898-11e9-b871-978e5c757325_story.
html?utm_term=.01ab68e2da58 accessed on 21 March 2019.

6
For more details to understand the manner and mis use of
data in Pakistani politcis see Mirbahar and Serato Social
media and elections:
How can social media impact Pakistan's 2018 elections?
http://tns.thenews.com.pk/social-media-elections/
#.XJNJ9PZuKUm accessed on
21 March 2018.
7
Russia 'meddled in all big social media' around US election, BBC,
17 December 2018, https://www.bbc.com/news/technology-46590890
accessed on March 21, 2019.
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2.What do human rights tell us about this?

“Persons entitled to vote must be free to vote for
any candidate for election and for or against any
proposal submitted to referendum or plebiscite,
and free to support or to oppose government,
without undue inﬂuence or coercion of any kind
which may distort or inhibit the free expression of
the elector's will. Voters should be able to form
opinions independently, free of violence or threat
o f v i o l e n c e, c o m p u l s i o n , i n d u c e m e n t o r
manipulative interference of any kind.”9

Several human rights are signiﬁcant for the issue of social
media and democracy, in particular:
Ÿ

Ÿ

Ÿ

Freedom of expression: International law protects free
communication as a cornerstone of any democracy. In
the words of the UN Human Rights Committee which
monitors the implementation of the International
Covenant on Social and Political Rights - ICCPR: “The
free communication of information and ideas about
public and political issues between citizens,
candidates and elected representatives is essential.
This implies a free press and other media able to
comment on public issues without censorship or
restraint and to inform public opinion. The public also
has a corresponding right to receive media output.”8
Limitations to this right should be narrowly construed.

Importantly, while these rights provide guidance on what to
consider when discussing regulation of social media, the
phenomena are so new that few states have tried regulating
them. Regulation always carries a risk of too much
restriction. For members of parliament it is important to
study attempts of regulation in other states and to work

Right to Privacy: The Cambridge Analytica scandal
showed the risks that social media pose to privacy and
the political abuse of data collected through social
media platforms. The right to privacy is relevant to a
range of regulatory challenges that have arisen with the
growth of social media.

with a good evidence basis. Only if we can substantiate
what the concrete problems are, is a facts-based
discussion on regulation or other forms of policy useful.
Apart from international human right norms and national
legislation, a third level of regulation can be found in the
self-regulation of these companies (such as Facebook's
'community standards'). Legislators can also start a
conversation with these companies about self-regulation.
At times, discussion of state regulation can spur selfregulation. In the recent past New Zealand’s and UK's
engagement with Facebook is a case in point10.

Political participation is premised on two pillars:
freedom of expression, but also on the systemic aspects
of opinion formation (and not only expression). The UN's
Human Rights Committee, the monitoring body of the
International Covenant on Civil and Political Rights)
noted in its General Comment 25 (right to vote and
political participation):

8

10
See for example New Zealand and UK's recent such engagements,
The Straitstime (17 March 2019) PM Jacinda Ardern wants to discuss
live-streaming with Facebook after mosque attacks
https://www.straitstimes.com/asia/australianz/new-zealand-pmjacinda-ardern-wants-to-discuss-live-streaming-with-facebook-after
And New York Times (18 Feb 2019) Facebook Targeted in Scathing
Report by British Parliament https://www.nytimes.com/2019/02/18/
business/facebook-uk-parliament-report.html

General Comment 34 on Article 19, point 13
UN Human Rights Committee, General Comment 25, 1996, point 19.
For more on these rights, read DRI's Brieﬁng Paper
“A New Frontier” (2018), which can be downloaded here:
https://democracy-reporting.org/fr/a-new-frontier/
9
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3.Social Media Landscape in Pakistan

belong to this age bracket, making Pakistan one of the
youngest nations in the world12.

The widespread use of social media impacts Pakistani
debates like never before. Most of the areas with high
population density are covered with high speed 3G/4G
internet coverage reaching up to 61 million
subscribers11.Facebook is the most popular social media
platform mostly used by young people in the age bracket of
1 8 - 3 4 ( s e e t h e g ra p h ). U N D P Pa k i st a n ' s h u m a n
development report 2018estimatedthat 66% of Pakistanis

Social media then are a key for anybody who wishes to
reach and engage a critical mass of young Pakistanis. For
example, any advocacy for women participation in politics
must work with social media and the more female
politicians use them, the more effect they will have in public
debates.

Source:datareportal

Source:datareportal

Source:datareportal

Source:datareportal

11
Pakistan Telcom Authority ﬁgures quoted in Business Recorders
https://www.brecorder.com/2018/09/30/442643/broadband-users-in
-pakistan-reach-61-million-in-aug-2018/ accessed on 21 March 2019.

12
UNDP (2018) Pakistan Human Development Report http:
//www.pk.undp.org/content/dam/pakistan/docs/HDR/PK-NHDR.
pdf accessed on 20th March 2019.
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4.The legal context of social media in
Pakistan:

Given the scale of data transfer on social media every
minute, these ﬁgures are not enormous, however, some of
the decisions were questionable. For example, the PTA
requested removal of a Google Drive ﬁle containing the
content of an open letter from concerned faculty members
across several universities in Pakistan regarding academic
freedom and increased repression on university
campuses17.

The legal framework poses some impediments and risks to
the use of social media in Pakistan. Legislators should
consider these, not the least to effect reforms in this area.
The problems include:
The Prevention of Electronic Crimes Act (PECA) 2016, also
known as the cybercrime law, is reportedly used the The
Pakistan Telecommunication Authority (PTA) to remove or
block online content13. The Authority is said to have blocked
more than 800,000 websites and social media pages,
allegedly, for having content that was supposedly 'antistate', 'anti-judiciary', 'blasphemous', 'defamatory/
impersonating someone else', 'pornographic', 'proxy' or
'sectarian /hate speech.'14

The Federal Investigation Agency (FIA) is empowered by
PECA to investigate crimes deﬁned in the law. The
investigation ofﬁcer, under Section 35 of the Act, is
authorized to “have access to and inspect the operation of
any speciﬁed information system such as personal
computer, laptop or cell phone”, etc. While the actions are
being taken by the FIA to prevent 'electronic crimes', there
are also some cases reported of the abuse of the law, as
well 18 . Beside PECA, several other laws such as the
Telegraph Act of 1885 and the Pakistan Penal Code (PPC),
1860, the Maintenance of Public Order (MPO) of 1960 and
the Anti-Terrorism Act of 1997; all are being used to control
free expression online.

Facebook, between January and June 2018, put restrictions
on about 2,000 content items upon the request of the PTA.
The government has also sent over 1,600 requests to
Facebook for information on users / accounts during the
same period.15
Similarly, the authorities sent close to 250 requests to
Twitter for content removal concerning more than 3,000
accounts and 22 requests for user information relating to
over 50 accounts during the same period.16

17
Government requests to remove content (2018), Google:
https://transparencyreport.google.com/government-removals/by
-country/PK?hl=en, last accessed March 20, 2019

13
Section 37 of the Prevention of electronic Crimes Act, 2016 reads:
“The Authority shall have the power to remove or block or issue
direction for removal or blocking of access to an information through
any information system if it considers it necessary in the interest of
the glory of Islam or the integrity, security or defence of Pakistan or any
part thereof, public order, decency or morality, or in relation to contempt
of court or commission of or incitement to an offence under the Act.”
14
PTA blocks 800,000 websites and pages for blasphemous, anti-state and
other objectionable content (2018): https://www.samaa.tv/news/2018
/10/pta-blocks-800000-websites-and-pages-for-blasphemous-anti-stateand-other-objectionable-content/, last accessed March 19, 2019
15
Content Restrictions Based on Local Law (2018), Facebook
Transparency Report: https://transparency.facebook.com/contentrestrictions/country/PK, last accessed March 21, 2019 \
16
Twitter Transparency Report (2018): https://transparency.twitter.
com/en.html, last accessed March 21, 2019

18
For example see following news report Gulfnews ( 25/02/2019)
Crackdown starts on 'misuse' of social media in Pakistan,
https://gulfnews.com/world/asia/pakistan/crackdown-starts-onmisuse-of-social-media-in-pakistan-1.62303683 accessed on
March 21, 2019 &New York Times ( 27/07/17) Crackdown on Online
Criticism Chills Pakistani Social Media
https://www.nytimes.com/2017/07/27/world/asia/pakistan-socialmedia-online-criticism.html accessed on March 20. 2019
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5. Women Politicians and Social Media in
Pakistan19:

6.Social media usage during Pakistan
elections 201820:

While Pakistani democracy has passed signiﬁcant hurdles,
such as the changing of government from one party to
another, challenges remain. One of them is that the female
half of the population participates little and is not well
represented in parliament and provincial assemblies. Some
female politicians from major political parties such as the
Pakistan People's Party (PPP), Pakistan Tehreek Insaf (PPP)
and the Pakistan Muslim League Nawaz (PMLN) have taken
a lead in making themselves heard on social media, but they
are exceptions.

Following the 2013 elections, major political parties started
engaging with their votero on the specially with youth who
constitute almost 66% of the voters21. PTI and Imran Khan
were able to understand and capitalise on the potential use
of media early on. Both in the case of PPP and the PMLN, the
shift towards social media was championed by younger
leaders. In 2015, Bakhtawar Bhutto Zardari was named as
the PPP's social media chief22. Likewise, Maryam Nawaz
Sharif heads the social media team within PLMN23.
The early enthusiasm has given way to a more cautious
approach towards social media due to its potential of abuse
in the form of fake news and the spread of the hateful
material, specially against weaker sections of society,
women, minorities and poor.

While coverage of the 200 women members in Pakistan's
legislative assemblies in traditional media is generally
supportive when it takes place, it often does not take place:
These 200 women MPs are rarely mentioned or interviewed.

A recent DRF24 co-supported research found “that women
are likely to receive objectifying, personal, sexualised and
sexist comments. On the other hand, even men are abused
online, their gender and appearance is not the subject of
these attacks rather it is their political integrity25”.

Social media would be a powerful tool for them to become
more visible and prominent, but most of them are not online
and remain entirely reliant on traditional media. Thus, a key
segment of Pakistan's political class has so far not seize
the opportunity that social media offers. However, female
politicians must be aware that they are more likely to be
subject to harassment and abuse in social media
comments.

The study26 retrieved 43,372 comments from the Facebook
pages of 80 women politicians from seven parties.27 Out of

23
“Social media team of PMLN is 'efﬁcient and capable',
says Maryam”, The Nation, May 22, 2018, https://nation.com.pk/
22-May-2018/social-media-team-of-pmln-is-efﬁcient-andcapable-says-maryam;
Sardar Sikander, “Maryam in a battle with PTI for social media
supremacy”, The Express Tribune, February 11, 2018,
https://tribune.com.pk/story/1632360/1-maryam-battle-ptisocial-media-supremacy/.
24
Digital Rights Foundation (2019) Online Participation of Female
Politicians in Pakistan's General Election 2018,
25
Ibid.
26
Ibid Online Participation of Female Politicians in Pakistan's
General Election 2018, https://digitalrightsfoundation.pk/wpcontent/ uploads/2019/01/Booklet-Elections-Web-low.pdf
27
PTI, PPP, PLMN, PTIG, ANP, PMLQ and AWP.

19

This section is based on Digital Rights Foundation's study Online
Participation of Female Politicians in Pakistan's General Election 2018,
https://digitalrightsfoundation.pk/wp-content/uploads/2019/01/
Booklet-Elections-Web-low.pdfaccessed on 20th March.
Democracy Reporting International supported the elaboration of the study.
20

Ibid DRF Study
UNDP Pakistan (2018) estimates
22
Shafqat Ali, “Bakhtawar made PPP social media chief”,
The Nation, October 10, 2015, https://nation.com.pk/10-Oct-2015/
bakhtawar-made-ppp-social-media-chief.
21
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human rights, competition policy, public education;
criminal law; domestic security).

43,372 comments, 2,262 comments (5%) were
unclassiﬁed. The remaining analysis was based on 41,110
comments, which were categorized as neutral (90%),
unwelcoming (6%), and abusive (4%). Abusive and
unwelcoming comments were further sub-classiﬁed as
either political victimization, sexist, individual-based
abuse, threats, or racist.28 Given the samples from the
Facebook pages of each politician, there was a varying
number of comments for each party.29
For each category of comment, DRF also analysed the type
of comments for each political party. These breakdowns
differed for both abusive and unwelcoming comment
categories. The politicians in some parties received a much
higher percentage of unwelcoming comment types, such as
ANP, PMLQ, and PPP politicians, who received more than
50% of sexist comments. The PML-N's politicians,
meanwhile, received almost 76% of comments that were
based on political victimization.

Ø

Ÿ

Enhance the evidence basis by commissioning
studies, reviewing existing studies, write up
committee reports 0r organising hearings etc.

Ÿ

Increase public attention to issues by organising
high-level, public hearings, holding a plenary
debate, establishing an investigative committee or
providing intellectual leadership30

Action within Parties:
Ÿ

Ÿ
Ø

7. What can Legislators do?

Action that Parliamentarians can recommend to
the ECP:
Ÿ

Social Media Monitoring Cell by the ECP: The
regulation of social media is led by the FIA which is
not equipped to monitor social media during
election periods. The ECP should undertake the
development of a social media cell with the
mandate to monitor the respect of the electoral
code of conduct on social media.

Ÿ

Development of a code of conduct for online
political activity: The ECP's code of conduct
currently covers electioneering and campaigning
on the ground and in print and broadcast media but
does not include social media which would include
online campaigning.

Legislators can progressively work to limit the abuse of
social media in politics including through:
Ø

Legislative action and other initiatives in
Parliament:
Ÿ

Review and amend the Prevention and Electronic
Act (PECA) to account for harassment and trolling.
PECA does currently not address or provide a
redressal mechanism to counter trolling and
harassment.

Ÿ

Review social media companies' policies on paid
political advertising and debate the need for
legislation;

Ÿ

Engage social media companies in Pakistan in a
dialogue on the need for legislation or better
enforced company standards on issues like
harassment and hate speech.

Ÿ

Determine responsibilities of parliamentary
committees (which one is dealing with what aspect,
which may include election law, media regulation,

Political parties and their social media wings
should include programmes to increase social
media literacy among party activists and members,
especially focusing on women. These programmes
should also include training of female politicians of
countering trolling and harassment online.

30
See for example the UK's House of Commons Select Committee
enquiry:https://www.parliament.uk/business/committees/
committees-a-z/commons-select/digital-culture-media-andsport-committee/news/fake-news-report-published-17-19/

28
Deﬁnitions of these classiﬁcations are availible in the detailed study
Online Participation of Female Politicians in Pakisyan Digital Rights
Foundation- Democracy Reporting International and Henrich Boll
Stiftung Pakistan
29
Ibid
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